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1 Model and Goal-Based System Design
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Figurel: Adaptive SystemDesign

We proposemodel-and goal-basedsystemdesignas a generalengineeringprin-
ciple for distributed, situation-avare systemshat canadaptto dynamicallychanging
requirement@and ernvironments. A key elementof our approachis the useof formal
modelsandtheirrelationswith eachotherandwith systenparameterandobsenables.
Modelsusedin systemdesignin our frameawork fall into threemainareas:



1. Formalmodelsof the underlyingsysteminfrastructurejncludingmodelsof rel-
evantaspect®f devicesandof softwarecomponentsf the envisionedsystem.

2. High-level goalsandpoliciesthatexpressvariousrequirementsf theervisioned
systemsjncluding end-to-endunctionality, aswell asadministratve, computa-
tional, or physical distribution requirements. Goals and policies can address
performancesecurity serviceclassesguality of service,or other domainsof
interest.

3. Environmentmodelsdescribingthreatand failure models,expectedusagepat-
terns,traffic load,or physicalernvironmentconstraintamongothers.

This modelling architectureis the basisfor our adaptve systemdesignframe-
work. Additional reasoningenginesand monitoringservicesachieve the overall goal
of situation-avareandadaptve systemsA reasoningngineanalyzeshe currentsitu-
ation usingits modelsof systemandervironmentstate,compareghis with the stated
goalsandpolicies,and assignsappropriatenitial valuesto or restrictionson system
parameters Special-purposepolicy-basedapplicationsoftware usestheseparameter
restrictionsto computeactualsystemconfigurations. Runtime monitorsobsene the
actualexecutionandinform the reasoning/analyzingngineaboutongoingsystembe-
havior. If the obsened behaior doesnot fit expectationsaccordingto the current
systemand ervironmentmodels,adapatiorof the modelsis attemptedusingjustifi-
cationsfor currentexpectationsproducedby the reasoningengine. Thenreasoning
enginerecomputesystemparametersn the basisof changednodelsandgoals.

2 Framework Applications

We areapplying,or proposingo apply, this framework to variousapplicationdomains,
including goal-orientedspecificationof deepspacemissions,cognitive networking,
andrealt-time,embeddedystems.

2.1 Goal-oriented Deep Space Mission Design

We cameacrosgheideaof agoal-basedrchitecturdor distributedsystemdesignfirst
in the context of the NASA Mission DataSystem(MDS). MDS [1] hasidentifiedtwo
key ideasfor developinga remoteagentsystemthatwill simplify andreducethe cost
of design test,andoperation:

1. A state-basedpproacho systemdesign
2. A goal-orientedapproactto operation

Every statevariableis madeexplicit alongwith mathematicamodelsrelatingstate
variablevaluesandpredictingeffectsof actions.Sensorsnonitor obsenablestateand
estimatoraisesensoidataandmodelsto determingf goalsarebeingmet(partof the
reasoningngine).



Mission goalsdescribethe desiredoutcomeof a mission. Goal elaborationrules
(part of the reasoningengine)turn high-level goalsinto temporallyconstrainedexe-
cutableprimitive goalsconstitutinga planto successfullicompleteheoverallmission.
This planis carriedout by schedulingcontrollersassociatedvith the primitive goals
(the policy basedapplication).

We are developing a formal executablemodel of the MDS framework and goal
elaborationmechanismslongwith a suite of formal checklistsand supportingtools
thatcanbeusedto achiere greaterdependabilityof goalnetsandgoal-baseaperation.

3 Application to Cognitive Networ king

In collaborationwith J.J.Garcia-LunesndBrad Smith(Universityof California, Santa
Cruz)we arebuilding onideasfor policy basedrouting[2] andformal modelsof net-
worksto address needfor robust,secureandsurvivablenetworks,thatcanbe quickly
andreliably deployedfor applicationsuchasdisastemanagementr network centrict
warfare. Challengesncludeaccountingor variousquality-of-service(QoS),reliabil-
ity, security andotherapplication-leel characteristic$or theinformationflow.

By combiningformal specificationrandreflective reasoningwith efficient, policy-
basedrouting algorithms,our researchwill producea powerful environmentfor the
designand dynamicdeploymentof self-adaptie, policy-governednetwork systems
thatwill provide critical functionalityunderattack.

In particularwe propose

e A new approachto network managemenand control, basedon formally speci-
fied systemmodelsthatprovide definitionsof link characteristicéincludingper
formanceandconstraintontraffic to becarriedonalink), expectedoads threat
andfailure models,andpoliciesaddressingecurity performanceandresource
utilization.

¢ A self-adaptie cognitive-layermanaer thatmaintainghesemodels.Usingthis

knowledge,the managedeterminesa family of traffic classesgerivespossible
configurationghatwill satisfythepolicies,andgenerateink predicatespecify-
ing constrainton thetraffic allowedin theinternetthatenforcethe desiredpoli-

cies.It providesdynamicadaptatiorandautomatiaeconfiguratiorby accepting
policy updatesmonitoringnetwork performancendernvironmentstatesupdat-
ing its models,andregeneratindink predicatesUsing reflection,the cognitive
managehasa modelof its own behaior. This enablegperformancesvaluation
andself-improszement.

e A policy-basedouting protocolthatimplementsfully distributedroutingcom-
putationsin the context of the constraintsspecifiedby the cognitve manager
Therouting protocolefficiently computegoutesfor eachtraffic classsubjectto
combinationsf performanceand QoSconstraints Eachroutergenerates for-
wardingtablethatimplementshe computedoutesthroughsimpletablelookups
andindependentlyf the complexity of thetraffic classificatiorandrouting.



4 Application to Real-time and Embedded Systems

Network-centric,distributedreal-timeandembeddedDRE) systemsareincreasingly
commonandcomple, andplay critical rolesin bothcivilian andmilitary applications.
In collaborationwith J. Meseguer (University of lllinois at Urbana-Champaigrand
N. Venkatasubramaniafuniversity of California, Irvine), we are planningto apply
our generalengineeringramevork to develop a resourceaware,adaptive middlevare
framework to supportto DRE systems.

Our objectivesincludethe developmenif well-definedsemanticdor the run-time
adaptatiorof middlewvareserviceghat:

e Ensuressafeand correctadaptationsuchthat the QoS requirementf ongo-
ing actiities andapplicationdn the systemarepresenedandproblemssuchas
deadlockslivelocks,andincorrectexecutionsemanticareavoided.

e Providesanunderstandingf which QoSdimensiongif ary) arebeingsacrificed
in theadaptatiorandto whatextent.

e Providesamechanisnfor usersto negotiatethe QoSadaptationsvith a new set
of goalsacceptabldo the user

We build on previous experiencewith formally basedmiddlewarefor resourceorovi-
sioning[3]. We proposea Pattern-baseddaptive ResourceManagemen{PARMa)
serviceto supportthe efficient deploymentof DRE applicationswith guarantee®oS.
PARMawill enableusergo expresdunctionalandQoSrequirementgn agoal-oriented
fashion,andwill configuremiddlewvare componentsassembléhem, andallocatere-
sourcesto meetQoSgoals. In addition, PARMa will monitor systemexecutionand
trigger middlewarereconfiguratiorandreallocationof resourcesasrequired—forex-
ample,if hardwarefails. PARMa will be basecbn:

o formally specifiedQoSPatternsthat provide precisedocumentatiorof designs,
e asemantianodelof the QoSspaceand
e modelsof componenQoSpropertiesandresourcaequirements.

A goal interpreter will matchusergoalsagainstabstractQoS patterns. A QoSbro-

ker will partiallyinstantiateandconfigurethesepatternsandpreselectmplementation
classedor the components.The resultingannotatecconfigurationwill be givento a

lower-level policy-basedadaptiveresouce schedulerthat will completecomponent
customizatiorand allocatesystemresources.Dynamicadaptatiorwill be performed
by first attemptingresourcereallocationat the lower level, andif this fails, by recon-
figurationandredeplymentof patternsat the higherlevels.
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