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1 Model and Goal-Based System Design
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Figure1: AdaptiveSystemDesign

We proposemodel-and goal-basedsystemdesignasa generalengineeringprin-
ciple for distributed,situation-awaresystemsthat canadaptto dynamicallychanging
requirementsandenvironments.A key elementof our approachis the useof formal
modelsandtheirrelationswith eachotherandwith systemparametersandobservables.
Modelsusedin systemdesignin our framework fall into threemainareas:
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1. Formalmodelsof theunderlyingsysteminfrastructure,includingmodelsof rel-
evantaspectsof devicesandof softwarecomponentsof theenvisionedsystem.

2. High-levelgoalsandpoliciesthatexpressvariousrequirementsof theenvisioned
systems,includingend-to-endfunctionality, aswell asadministrative,computa-
tional, or physicaldistribution requirements.Goalsand policies can address
performance,security, serviceclasses,quality of service,or other domainsof
interest.

3. Environmentmodelsdescribingthreatandfailure models,expectedusagepat-
terns,traffic load,or physicalenvironmentconstraintsamongothers.

This modelling architectureis the basisfor our adaptive systemdesignframe-
work. Additional reasoningenginesandmonitoringservicesachieve theoverall goal
of situation-awareandadaptivesystems.A reasoningengineanalyzesthecurrentsitu-
ationusingits modelsof systemandenvironmentstate,comparesthis with thestated
goalsandpolicies,andassignsappropriateinitial valuesto or restrictionson system
parameters.Special-purpose,policy-basedapplicationsoftwareusestheseparameter
restrictionsto computeactualsystemconfigurations.Runtimemonitorsobserve the
actualexecutionandinform thereasoning/analyzingengineaboutongoingsystembe-
havior. If the observed behavior doesnot fit expectationsaccordingto the current
systemandenvironmentmodels,adapationof the modelsis attempted,usingjustifi-
cationsfor currentexpectationsproducedby the reasoningengine. Then reasoning
enginerecomputessystemparameterson thebasisof changedmodelsandgoals.

2 Framework Applications

Weareapplying,or proposingto apply, this framework to variousapplicationdomains,
including goal-orientedspecificationof deepspacemissions,cognitive networking,
andrealt-time,embeddedsystems.

2.1 Goal-oriented Deep Space Mission Design

Wecameacrosstheideaof agoal-basedarchitecturefor distributedsystemdesignfirst
in thecontext of theNASA MissionDataSystem(MDS). MDS [1] hasidentifiedtwo
key ideasfor developinga remoteagentsystemthatwill simplify andreducethecost
of design,test,andoperation:

1. A state-basedapproachto systemdesign

2. A goal-orientedapproachto operation

Everystatevariableis madeexplicit alongwith mathematicalmodelsrelatingstate
variablevaluesandpredictingeffectsof actions.Sensorsmonitorobservablestateand
estimatorsusesensordataandmodelsto determineif goalsarebeingmet(partof the
reasoningengine).
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Mission goalsdescribethe desiredoutcomeof a mission. Goal elaborationrules
(part of the reasoningengine)turn high-level goalsinto temporallyconstrainedexe-
cutableprimitivegoalsconstitutingaplanto successfullycompletetheoverallmission.
This plan is carriedout by schedulingcontrollersassociatedwith the primitive goals
(thepolicy basedapplication).

We are developinga formal executablemodel of the MDS framework and goal
elaborationmechanismsalongwith a suiteof formal checklistsandsupportingtools
thatcanbeusedto achievegreaterdependabilityof goalnetsandgoal-basedoperation.

3 Application to Cognitive Networking

In collaborationwith J.J.Garcia-LunesandBradSmith(Universityof California,Santa
Cruz)we arebuilding on ideasfor policy basedrouting[2] andformal modelsof net-
worksto addressaneedfor robust,secureandsurvivablenetworks,thatcanbequickly
andreliablydeployedfor applicationssuchasdisastermanagementor network centrict
warfare. Challengesincludeaccountingfor variousquality-of-service(QoS),reliabil-
ity, security, andotherapplication-level characteristicsfor theinformationflow.

By combiningformal specificationandreflective reasoningwith efficient, policy-
basedrouting algorithms,our researchwill producea powerful environmentfor the
designand dynamicdeployment of self-adaptive, policy-governednetwork systems
thatwill providecritical functionalityunderattack.

In particularwe propose

� A new approachto network managementandcontrol,basedon formally speci-
fiedsystemmodelsthatprovidedefinitionsof link characteristics(includingper-
formanceandconstraintsontraffic to becarriedonalink), expectedloads,threat
andfailuremodels,andpoliciesaddressingsecurity, performance,andresource
utilization.

� A self-adaptivecognitive-layermanager thatmaintainsthesemodels.Usingthis
knowledge,themanagerdeterminesa family of traffic classes,derivespossible
configurationsthatwill satisfythepolicies,andgenerateslink predicatesspecify-
ing constraintson thetraffic allowedin theinternetthatenforcethedesiredpoli-
cies.It providesdynamicadaptationandautomaticreconfigurationby accepting
policy updates,monitoringnetwork performanceandenvironmentstates,updat-
ing its models,andregeneratinglink predicates.Usingreflection,thecognitive
managerhasa modelof its own behavior. This enablesperformanceevaluation
andself-improvement.

� A policy-basedroutingprotocol that implementsfully distributedroutingcom-
putationsin the context of the constraintsspecifiedby the cognitive manager.
Theroutingprotocolefficiently computesroutesfor eachtraffic classsubjectto
combinationsof performanceandQoSconstraints.Eachroutergeneratesa for-
wardingtablethatimplementsthecomputedroutesthroughsimpletablelookups
andindependentlyof thecomplexity of thetraffic classificationandrouting.
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4 Application to Real-time and Embedded Systems

Network-centric,distributedreal-timeandembedded(DRE) systemsareincreasingly
commonandcomplex, andplaycritical rolesin bothcivilian andmilitary applications.
In collaborationwith J. Meseguer (University of Illinois at Urbana-Champaign)and
N. Venkatasubramanian(University of California, Irvine), we areplanningto apply
our generalengineeringframework to developa resourceaware,adaptive middleware
framework to supportto DRE systems.

Our objectivesincludethedevelopmentof well-definedsemanticsfor therun-time
adaptationof middlewareservicesthat:

� Ensuressafeand correctadaptationsuchthat the QoS requirementsof ongo-
ing activities andapplicationsin thesystemarepreservedandproblemssuchas
deadlocks,livelocks,andincorrectexecutionsemanticsareavoided.

� Providesanunderstandingof whichQoSdimensions(if any) arebeingsacrificed
in theadaptationandto whatextent.

� Providesa mechanismfor usersto negotiatetheQoSadaptationswith a new set
of goalsacceptableto theuser.

We build on previousexperiencewith formally basedmiddlewarefor resourceprovi-
sioning [3]. We proposea Pattern-basedAdaptive ResourceManagement(PARMa)
serviceto supporttheefficientdeploymentof DRE applicationswith guaranteedQoS.
PARMawill enableuserstoexpressfunctionalandQoSrequirementsin agoal-oriented
fashion,andwill configuremiddlewarecomponents,assemblethem,andallocatere-
sourcesto meetQoSgoals. In addition,PARMa will monitor systemexecutionand
triggermiddlewarereconfigurationandreallocationof resourcesasrequired—forex-
ample,if hardwarefails. PARMa will bebasedon:

� formally specifiedQoSPatternsthatprovideprecisedocumentationof designs,

� a semanticmodelof theQoSspace,and

� modelsof componentQoSpropertiesandresourcerequirements.

A goal interpreter will matchusergoalsagainstabstractQoSpatterns.A QoSbro-
ker will partially instantiateandconfigurethesepatterns,andpreselectimplementation
classesfor the components.The resultingannotatedconfigurationwill be given to a
lower-level policy-basedadaptiveresource scheduler that will completecomponent
customizationandallocatesystemresources.Dynamicadaptationwill be performed
by first attemptingresourcereallocationat the lower level, andif this fails, by recon-
figurationandredeploymentof patternsat thehigherlevels.
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